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CCSP



1
Cloud Concepts, 

Architecture 
and Design



Cloud Compu)ng

Characteris*cs

O
n-

De
m

an
d 

Se
lf 

Se
rv

ic
e

Br
oa

d 
N

et
w

or
k 

Ac
ce

ss

Re
so

ur
ce

 P
oo

lin
g

Ra
pi

d 
El

as
tic

ity

M
ea

su
re

d 
Se

rv
ic

e

M
ul

ti-
te

na
nc

y

Roles
Ac

co
un

ta
bi

lit
y 

vs
. 

Re
sp

on
sib

ili
ty

Cu
st

om
er

 / 
Co

ns
um

er

Pr
ov

id
er

Broker

Ag
gr

eg
at

io
n

Ar
bi

tr
ag

e

In
te

rm
ed

ia
tio

n

Cl
ou

d 
De

ve
lo

pe
r

Cl
ou

d 
Ad

m
in

ist
ra

to
r

Cl
ou

d 
Se

rv
ic

e 
M

an
ag

er

Cl
ou

d 
Se

rv
ic

e 
Bu

sin
es

s 
M

an
ag

er

Cl
ou

d 
Se

rv
ic

e 
De

pl
oy

m
en

t M
an

ag
er

Cl
ou

d 
Se

rv
ic

e 
In

te
gr

at
or

Cl
ou

d 
Re

gu
la

to
r

Service Models

Ia
aS

Pa
aS

Sa
aS

Xa
aS

: I
Da

aS
, N

aa
S,

 
Co

m
pa

aS

Deployment 
Models

Pu
bl

ic

Pr
iv

at
e

Co
m

m
un

ity

Hy
br

id

M
ul

ti



© Des&na&on Cer&fica&on

Alignment of Security Func)on to Business Strategy

Corporate Governance

Security Governance
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Risk Management
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Cloud Shared Considera)ons
Cloud must be a business decision
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Cost Benefit Analysis
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Cloud Data

 Security
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Cloud Data Lifecycle
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Cloud Data Storage
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Digital Rights Management (DRM)
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Cloud Platform and 

Infrastructure 
Security
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Cloud Infrastructure Components

Major cloud components
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Data Center Design
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AJack Vectors
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Network Defense
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Business Con)nuity Management (BCM)
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Cloud Development
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Security Assessment and Tes)ng
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Common Vulnerabili)es & Threat Modeling

Cross Site ScripEng (XSS)

Stored 
(Persistent) Reflected DOM

Cross Site
Request 
Forgery
(CSRF)

SQL InjecMon
Insecure 

Direct Object 
Reference

Buffer 
Overflow

Parameter / 
bounds 

checking

Threat Modeling

ATASM STRIDE PASTA DREAD

Input Valida3on

Verified Secure SoMware

Applica6on Programming Interfaces (APIs)

REST
Simple

Fast
Most Widely Used

SOAP

More capabili6es
More complexity

Approved APIs Software / API Supply chain 
management
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Cryptographic Services
Confiden*ality Integrity

= Hashing

Authen*city Non-Repudia*on

Origin Delivery

Access Control

Cryptography
One-way

Hashing

Two-way

Symmetric Asymmetric

Digital Signatures

Integrity
Authen<city

Non-repudia<on

Digital Cer<ficates
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X.509

Key Management
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Out-of-band
Hybrid

Storage

TPM
HSM

Rota6on Disposi6on

Crypto-shredding
Key Destruction

Recovery

Split Knowledge
Dual Control
Key Escrow
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Proxies
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Access Control

Access Control 
Principles
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Cloud Security 

Operations
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Cloud Opera<ons

Access

Local

KV
M

C
on

so
le

Remote

SS
H

R
D

P

Ha
rd

w
ar

e 
Co

nfi
gu

ra
Mo

n
BI

O
S

TP
M

 &
 H

SM

Ha
rd

en
in

g
Ba

se
lin

e

Av
ai

la
bi

lit
y

C
lu

st
er

in
g

R
ed

un
da

nc
y

Monitoring & Control

VM
Gu

es
tO

S 
To

ol
se

t

VM
 In

tr
os

pe
cM

on

Pe
rfo

rm
an

ce
CP

U,
 M

em
or

y,
 D

isk
,  

et
c.

N
et

w
or

k
SN

M
P

Ap
pl

ic
at

io
n

R
ea

l U
se

r M
on

ito
rin

g

Sy
nt

he
tic

 P
er

fo
rm

an
ce

 
M

on
ito

rin
g 

H
ar

dw
ar

e
Te

m
pe

ra
tu

re
, F

an
 

Sp
ee

d,
 D

isk
,  

et
c.

Distributed Resource 
Sharing

R
es

er
va

tio
ns

Li
m

its

Sh
ar

es

D
yn

am
ic

 O
pt

im
iz

at
io

n

Backup and Restore

O
S 

&
 V

M
 C

on
fig

.

Ag
en

t-b
as

ed

Ag
en

tle
ss

Sn
ap

sh
ot

s



© Des&na&on Cer&fica&on

IT Service Management
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Inves<ga<ons
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Legal, Risk and 

Compliance
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Privacy

PII / Personal 
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Cloud Audit

Assurance Challenges
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Printable Blank 
CCSP MindMaps

Print out the following blank MindMaps and fill 
them in as your watch our MindMap videos! 

Print pages 38 to 66
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Cloud Compu<ng
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Alignment of Security Func<on to Business Strategy
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Risk Management
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Cloud Shared Considera<ons
Cloud must be a business decision

In
te

ro
pe

ra
bi

lit
y

Da
ta

 P
or

ta
bi

lit
y

Ap
pl

ica
Io

n 
Po

rt
ab

ili
ty

Re
ve

rs
ib

ili
ty

Av
ai

la
bi

lit
y

Se
cu

rit
y

Pr
iv

ac
y

Re
sil

ie
nc

y

Pe
rfo

rm
an

ce

Go
ve

rn
an

ce

Se
rv

ice
 Le

ve
l 

Ag
re

em
en

ts
 

(S
LA

s)

Au
di

ta
bi

lit
y

R
eg

ul
at

or
y

Frameworks

Provide Comprehensive Guidance 

Security Control 
Frameworks

IS
O

 2
70

01

IS
O

 2
70

02

Cloud Security Control Frameworks

CS
A 

Cl
ou

d 
Co

nt
ro

ls 
M

at
rix

 (C
CM

)

IS
O

 2
70

17

IS
O

 2
70

18

Cloud Design Pa8erns

SA
NS

 
se

cu
rit

y 
pr

in
cip

le
s

W
el

l-
Ar

ch
ite

ct
ed

 
Fr

am
ew

or
k

CS
A 

En
te

rp
ris

e 
Ar

ch
ite

ct
ur

e

Risk Frameworks

IS
O

 3
10

00

EN
IS

A

CS
A

NI
ST

M
icr

os
o`



© Des&na&on Cer&fica&on

Cost Benefit Analysis

Pay per usage CapEx to OpEx Deprecia6on Datacenter / 
u6lity costs

Resource 
pooling

So<ware 
licensing

Personnel & 
opera6onal 

costs 
Shi< in focus

Evalua<on Criteria

Cer-fica-on

Common Criteria

EAL1 – EAL7

FIPS 140-2

Levels 1 - 4

Accredita-on
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Cloud Data Lifecycle
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Cloud Data Storage
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Asset Classifica<on
Asset  Inventory Assign Ownership Classify
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Digital Rights Management (DRM)
Consumer DRM Enterprise DRM

Informa6on Rights Management (IRM)

Audi6ng of access / 
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Controlling copy & 

pas6ng, screenshots

Cloud DRM Challenges

Data Reten<on, Archiving & Dele<on
Data reten6on 

policies
Migra6on to 

slower storage Defensible DestrucEon

Destruc6on Purging Clearing

Degauss Crypto 
shredding

Overwrite / 
Wipe / Erasure FormatMedia 

Destruc6on

Shred / 
Disintegrate / 

Drill



© Des&na&on Cer&fica&on

Cloud Infrastructure Components
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Data Center Design
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Business Con<nuity Management (BCM)
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Security Assessment and Tes<ng
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Common Vulnerabili<es & Threat Modeling
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Access Control
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