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Alignment of Security Function to Business Strategy

Corporate Governance

Security Governance
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Cloud must be a business decision
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Cost Benefit Analysis

Datacenter / Resource Software Personnel &
Pay per usage CapEx to OpEx Depreciation -~ . . . operational Shift in focus
utility costs pooling licensing costs

Evaluation Criteria

Certification Accreditation

Common Criteria FIPS 140-2

EAL1 - EAL7 Levels1-4
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Cloud Data Storage
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Threats to Storage

Unauthorized Regulatory non- Denial of Service Theft or accidental Malware No sanitization
access compliance (DoS) loss

Unauthorized usage
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Data Discovery

Types of data

Metadata

Structured

Unstructured

Asset Classification

Asset Inventory

Assign Ownership

Classify

Sensitive Data

Classification

Categorization

Personal Data

Labeling

Marking

Log Review & Analysis

Monitor for

Logging & Monitoring Service

(SIEM systems)

Errors

Aggregation

Normalization

Secure

Correlation Storage

Analysis

Reporting

Continuous
updates &
Continuous
optimization
(tuning)

Chain-of-custody

Non-
repudiation

Modification
Breaches




Digital Rights Management (DRM)

Consumer DRM Enterprise DRM Cloud DRM Challenges

Information Rights Management (IRM)

Auditing of access / Signing / sealin Rights based on Controlling copy &
use gning g classification pasting, screenshots
Data Retention, Archiving & Deletion

Data retention | | Migration to Defensible Destruction
policies slower storage
Destruction Purging Clearing
Media Disisnrjc:aedra/te/ Degauss Crypto Overwrite / Format
Destruction DrigII g shredding Wipe / Erasure
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Cloud Infrastructure Components

Major cloud components
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Specific to Cloud

3unyely
Juno2ly

A3ojouyoal
paJeys

2JnjonJiseJjul
S,19pINOId

S|dV / S9oeja3u|
2Jndasu|

yoene
oe1s4adAH

yoene
suppoefsadAy

guiddoH INA
/ @deas] isang

ERIVEE]d}
anQ uaYnsu|

Common

s1ealyl
1U31SISIad

paJueApy

EIBEETIUE]
[B120S

sJapisul
snomleA

Specific to Cloud

(s1odspui|q)
uonediunWwod
INA-133U|

8ui8uiwod eleq

Aunoas
JOSINIDAAH

uonsneyxa
92In0say

sde8 uo-juelsu|

SINA JUewIOQ

A B Uly1im
e1EpP SALISUDS

mesds VA

*219 ‘uondalu|
TOS 44SD ‘SSX

sanl|igeJau|nA
wa1sAS

aJemielN

92IAIBS
40 [e1uaQ

Common

Aiojendau
9 ddue|dwo)

Au8aqu| exeq

yoeaig
/ 5507 eieQ




Physical Security
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Business Continuity Management (BCM)

Business i
Measurements Architect Chaos Vendor
Impact : Types of Plans Cloud Recovery , - :
fT 2
Assessment ot fime for failure | | Engineering Lock-in
Business Disaster Recovery || Recovery to
=)
g E g E Continuity Recovery Reccol\c/)irc}/ to within same|| alternate
Plan (BCP) || Plan (DRP) CSP Csp
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Software Testing Techniques
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Common Vulnerabilities & Threat Modeling

Cross Site
Cross Site Scripting (XSS) Request || ¢ | iection| | Direct Object || Buffer Threat Modeli
ross Jite Scripting Forgery QL Injection ReferenJce Overflow rea odeling
(CSRF)
Stored Parameter /
(Persistent) Reflected DOM bounds ATASM STRIDE PASTA DREAD
checking
Input Validation

Verified Secure Software

Software / API Supply chain
management

Application Programming Interfaces (APIs) Approved APls

REST SOAP

Simple
Fast
Most Widely Used

More capabilities
More complexity




Cryptographic Services

Confidentiality

Integrity

Authenticity

Non-Repudiation

Access Control

= Hashing

Origin

Delivery

Cryptography

Non-repudiation

One-way Two-way Digital Signatures Digital Certificates
Hashing Symmetric Asymmetric Integrity Verify owner of public key
Authenticity

Key Management

X.509

Kirchhoff’s Law Generation Distribution Storage Rotation Disposition Recovery
) Split Knowledge
Out-of-band TPM Crypto-shredding
] ] Dual Control
Hybrid HSM Key Destruction
Key Escrow




Crypto in the Clouds
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Access Control
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Cloud Security
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Backup and Restore

sjoysdeus

SS9uady

paseq-juady

"84uo) INA 8 SO

uoneziwndo oiweuiqg

[}
2
>
2 sale
& us
g8
37 SHWIT
7
o suoneAlasay
039 “YsIg ‘paads
SlempleH ued ‘@unjesadwa |
Bulioyuopy
90UBWIOLDd J1PYIUAS
I uoneolddy
1= BuLioyuo Jesn [eay
S
o
ap HIOMISN diAINS
S
= aouewIoHad a9
2 s1g ‘AMowdN ‘NdD
uonoadsoJiu| INA
ANA
195|00] SOISAND
Aouepunpay
Avjigeieny
BuusisniD
8ulusp.ey auljeseg
INSH 8 INdL
uopein3yuo) alempleH
Sold
2 dayd
o
S
(0]
2 i HSS
[}
g
9|0suo
= _ o)
O
(@)
-

NAM




o
o
()
£
Q
o0
©
c
©

=
Q

B
>
L .
Q

(Vg

=

jJuawanosdw|

uawanosdwy| SoINIDS
|enunuo) enuBuo)
juawaseuen
wa|qodd
1uawaseue|n
juapIou|
m sdeg
5 uo-jueisu|
o
(]
o
‘?
5 SauU0z Wil
c (@)
o
5
o Qo pajewoiny
() £
2 )
o by o
£ ]
5 o |lenuely
©
a
aAISsed
)
[
>
2 8
= SS9|juasy
Q
o
©
a
1uady
1uawAo|dag
g 9sed|9y
e
e
B
7)) uopesndyuo)
[
o
-
28uey)
- S 3|qenogau sjuawaalsy
3 S onw -UonN deam-y211D
- 0 N
8 € 3
e S =
g Mn_, 9|qenodaN
(%]
[
oo
@ Aynuguo)
[}
()
Ayoede)
Aujigejieny

A3a1e.118




Investigations

Secure the

Scene

Collect & Control Evidence

Rules of Evidence

Document &
Report

Sources of Evidence

Forensics Support

Chain of

Custody

Authentic

Accurate
Complete
Convincing

Admissible
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Outsourcing & Cloud Contracts

Contract Vendor Supply Chain

Assess Accountability vs. .
Provider Risks | | Responsibility Contracts/Agreements Cloud Audit Management | | Management | | Management
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Cloud Audit
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Printable Blank
CCSP MindMaps

Print out the following blank MindMaps and fill
them in as your watch our MindMap videos!

Print pages 38 to 66



Cloud Computing




Alignment of Security Function to Business Strategy




Risk Management




Cloud Shared Considerations




Evaluation Criteria

Cost Benefit Analysis




Cloud Data Lifecycle




Threats to Storage

Cloud Data Storage




Data Security Strategies




Data Discovery

Asset Classification

Log Review & Analysis




Digital Rights Management (DRM)

Data Retention, Archiving & Deletion




Cloud Infrastructure Components




Management Plane




Data Center Design




Attack Vectors




Physical Security




Network Defense




Business Continuity Management (BCM)

1l




Cloud Development




Secure Software Development




Security Assessment and Testing




Common Vulnerabilities & Threat Modeling

Verified Secure Software




Cryptographic Services

Cryptography

Key Management




Crypto in the Clouds




Access Control




Cloud Operations




IT Service Management




Investigations




Outsourcing & Cloud Contracts




Cloud Audit




