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Corporate Governance

Security Governance
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State or condition of being free from being observed or disturbed by other people
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Data Lifecycle
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Copyright

Patent

Trade Secret
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Protect
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Cryptographic Services Cryptographic terminology
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= Hashing Origin Delivery ~ N =9

Secret Writing

Hidden Scrambled (Cryptography)
steganography || Null Cipher One-way Two-way Substitution || Transposition
Hashing Symmetric Asymmetric Caesar Cypher
X ; Spartan
Monoalphabetic
MD5 Block Stream Factoring Dlicrete " " Scytale
0g 9 o Polyalphabetic
SHA-1 DE Block S| 3 . Rail Fence
S oc RC4 RSA Diffie- || € | E Running (zigzag)
SHA-2 3pEs | Modes: £ 5
SHA-3 Hellmann || & | & One-time Pads
i AES (Rrijndael) ECB (key exchange) 473 Tg
CBC ‘B )
CAST-128 Elliptic %" [a)
SAFER CFB Curve
Blowfish OFB (ECC)
Twofish CTR
El Gamal
RC5/RC6
DSA




Digital Signatures

Digital Certificates

Integrity

Authenticity

Non-repudiation

Verify the owner of a Public Key

Origin

Delivery

X.509

Replacement

Revocation

Pinning

CRL

OCsP

Certificate Authority
(Root of Trust)

Registration Authority

Intermediate / Issuing CA

Certificate DB
(Revocation List)

Certificate Store
(Local)

Key Management

Kerchhoff’s . T . . .
Principle Generation Distribution Storage Rotation Disposition Recovery
Diffie-Hellmann ] Split Knowledge
TPM Crypto-shredding
Out-of-band ) Dual Control
HSM Key Destruction
Hybrid Key Escrow




Cryptanalysis

Cryptanalytic Attacks

Brute Force Ciphertext Only Known Plaintext Chosen Plaintext Chosen Ciphertext || Linear & Differential Factoring

Cryptographic Attacks

Man-in- . .
Pass the || Temporary || Impleme- . Dictionary || Rainbow || Birthday . .
t.he- Replay Hash Files ntation Side Channel Attack Tables Attack Social Engineering
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Federated Identity Management (FIM)

Access systems across multiple entities

yinvo

aluado

uolesapa4-sMm

Allows users to access multiple systems with a single set of credentials
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Security
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Continuous

Monitoring

Security Information and Event Management (SIEM)
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Domain 7

Security
Operations
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Incident Response

: Action /
Prep. Triage - Recovery
Investigation
Response || Mitigation || Reporting Recovery |/Remediation Lessons
H Learned
Detectlon IR Team Containment Relevant Return to Prevention
Improve
Deployed Stakeholders normal
Process
Sources:
SIEM, IDS/IPS
DLP, Fire Event Incident
detectors
Etc.
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Anti-Malware
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Patching

Determine if Patch is available Implement through Change Management
Threat Vendor . . .
Intelligence || Notification Pro-actively checking Timing Deploy

Agent Agentless Passive Automated Manual

Change Management

Change Assess Approval Build & Test | | Notification | | Implement Validation Ver5|o_n &
Request Impact Baseline
Emergency CCB
Change vs. Eased on Test New Regression
impact, CAB . . .
Standard ceverity. etc Functionality Testing
process ¥, €tc. ECAB
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Focuses on critical and essential functions of business
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Domain 8

Software
Development
Security
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Software Development Life Cycle
(SDLC)
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Printable Blank MindMaps

Print out the following blank MindMaps and fill them in as
your watch our MindMap videos!

Print pages 41 to 70



Alignment of Security Function to Business Strategy




Privacy

Intellectual Property




Risk Management




Asset Classification




Secure Design Principles Security Frameworks




Evaluation Criteria




Trusted Computing Base (TCB)




Vulnerabilities in Systems

Web-based Vulnerabilities




Cloud Computing




Cryptographic Services Cryptographic terminology




Digital Signatures Digital Certificates

Key Management




Cryptanalysis




Physical Security




Open Systems Interconnection (OSI) Model







Network Defense




Remote Access




Access Control




Single Sign-on / Federated Access




Security Assessment and Testing




Identifying Vulnerabilities




Log Review & Analysis




Investigations




Incident Response




Malware




Change Management




Recovery Strategies




Business Continuity Management (BCM)




Secure Software Development







