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Domain 1
Security 
and Risk 
Management
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Risk Management
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Security
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Domain 3
Security 
Architecture 
and 
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Evaluation Criteria
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Trusted Computing Base (TCB)
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Vulnerabilities in Systems
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Digital Signatures
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Single Sign-on / Federated Access

Allows users to access multiple systems with a single set of credentials
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Security 
Assessment 
and Testing



Security Assessment and Testing
Va

lid
at

io
n

Ve
rif

ic
at

io
n

Ri
go

ur Testing a 
System

U
ni

t
In

te
rf

ac
e

In
te

gr
at

io
n

Sy
st

em

Testing Techniques

M
et

ho
ds

 &
 To

ol
s

M
an

ua
l

Au
to

m
at

ed

Runtime

St
at

ic
Dy

na
m

ic

Fu
zz

M
ut

at
io

n

Ge
ne

ra
tio

n

Ac
ce

ss
 to

 C
od

e
W

hi
te

Bl
ac

k

Techniques

Po
sit

iv
e

N
eg

at
iv

e
M

isu
se

De
ci

sio
n 

ta
bl

e 
an

al
ys

is
St

at
e-

ba
se

d 
an

al
ys

is

Ef
fic

ie
nc

y
Bo

un
da

ry
 V

al
ue

 A
na

ly
sis

Eq
ui

va
le

nc
e 

Pa
rt

iti
on

in
g 

O
pe

ra
tio

na
l

Re
al

 U
se

r M
on

ito
rin

g
Sy

nt
he

tic
 P

er
fo

rm
an

ce
 M

on
ito

rin
g

Re
gr

es
sio

n 
Te

st
in

g

Testers / Assessors

In
te

rn
al

Ex
te

rn
al Third-

Party

SO
C 

1
SO

C 
2

SO
C 

3

Roles

Ex
ec

ut
iv

e 
M

an
ag

em
en

t
Au

di
t C

om
m

itt
ee

Se
cu

rit
y 

O
ffi

ce
r

Co
m

pl
ia

nc
e 

M
an

ag
er

In
te

rn
al

 A
ud

ito
rs

Ex
te

rn
al

 A
ud

ito
rs

Metrics

Fo
cu

s
KP

Is
KR

Is

Type 1

Type 2



Identifying Vulnerabilities
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Patching

Determine if Patch is available
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Recovery Strategies
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Business Continuity Management (BCM)
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Printable Blank MindMaps
Print out the following blank MindMaps and fill them in as 
your watch our MindMap videos! 

Print pages 41 to 70
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Corporate Governance

Security Governance

Focus of 
Security

En
ab

le
 B

us
in

es
s

In
cr

ea
se

 V
al

ue

Clearly Defined Roles & 
Responsibilities

Ac
co

un
ta

bi
lit

y

Re
sp

on
sib

ili
ty

Du
e 

Ca
re

Du
e 

Di
lig

en
ce

Im
po

rt
/e

xp
or

t c
on

tr
ol

s
IT

AR
 &

 E
AR

W
as

se
na

ar
 

Ar
ra

ng
em

en
t

Tr
an

sb
or

de
r d

at
a 

flo
w

Pr
iv

ac
y

Et
hi

cs
(IS

C)
2  C

od
e 

of
 

Pr
of

es
si

on
al

 E
th

ic
s

Corporate Laws

Overarching 
Security Policy

Functional 
Security Policies

St
an

da
rd

s

Pr
oc

ed
ur

es

Ba
se

lin
es

Gu
id

el
in

es

Ri
sk

 M
an

ag
em

en
t

Pr
oc

ur
em

en
t

Co
nt

ra
ct

s &
 S

LA
s

Aw
ar

en
es

s,
 T

ra
in

in
g 

&
 

Ed
uc

at
io

n



Privacy

State or condition of being free from being observed or disturbed by other people

Pr
iv

ac
y 

po
lic

y

Standards

Procedures

Baselines

Guidelines

Personal Data

PII
SPI
PHI
PI

Di
re

ct
 Id

en
tif

ie
rs

In
di

re
ct

 Id
en

tif
ie

rs

O
nl

in
e 

Id
en

tif
ie

rs
 

Data Lifecycle
Cr

ea
tio

n 
/ U

pd
at

e

St
or

e

U
se

Sh
ar

e

Ar
ch

iv
e

De
st

ro
y

OECD Guidelines

Co
lle

ct
io

n 
Li

m
ita

tio
n

Da
ta

 Q
ua

lit
y

Pu
rp

os
e 

Sp
ec

ifi
ca

tio
n

U
se

 L
im

ita
tio

n

Se
cu

rit
y 

Sa
fe

gu
ar

ds

O
pe

nn
es

s

In
di

vi
du

al
 

Pa
rt

ic
ip

at
io

n

Ac
co

un
ta

bi
lit

y

GD
PR

Su
pe

rv
iso

ry
 A

ut
ho

rit
y 

(S
A)

 
Br

ea
ch

es
 re

po
rt

ed
 w

ith
in

 
72

 h
ou

rs
Ca

nn
ot

 A
ch

ie
ve

 P
riv

ac
y 

w
ith

ou
t S

ec
ur

ity

Intellectual Property

Trade Secret Patent Copyright Trademark



Risk Management

1. Asset 
Valuation

Q
ua

nt
ita

tiv
e

Q
ua

lit
at

iv
e

2. Risk Analysis
Th

re
at

s

Threat 
Modeling

ST
RI

DE

PA
ST

A

DR
EA

D

Vu
ln

er
ab

ili
tie

s
Vu

ln
. A

ss
es

sm
en

t &
 P

en
. 

Te
st

in
g

Li
ke

lih
oo

d

Im
pa

ct

Q
ua

nt
ita

tiv
e

AL
E 

= 
 S

LE
(V

al
ue

 x
 

Ex
po

su
re

) x
 A

RO

Q
ua

lit
at

iv
e

3. Treatment

Av
oi

d

Tr
an

sf
er

Mitigate

Administrative

Technical / Logical

Physical

Safeguards

Di
re

ct
iv

e

De
te

rr
en

t

Pr
ev

en
ta

tiv
e

Countermeasures

De
te

ct
iv

e

Co
rr

ec
tiv

e

Re
co

ve
ry

Co
m

pe
ns

at
in

g

Ac
ce

pt

Risk Frameworks

RM
F 

N
IS

T 
80

0-
37

1. Prepare
2. Categorize
3. Select
4. Implement
5. Assess
6. Authorize
7. Monitor

IS
O

 3
10

00

C
O

SO

IS
AC

A 
Ri

sk
 IT

Functional

Assurance



Asset Classification
As

se
t  

In
ve

nt
or

y

As
sig

n 
O

w
ne

rs
hi

p

Classify 
based on Value

Da
ta

 c
la

ss
ifi

ca
tio

n 
po

lic
y

Standards

Procedures

Baselines

Guidelines

Cl
as

sif
ic

at
io

n
Se

cu
rit

y 
La

be
l

Sy
st

em
 R

ea
da

bl
e

Se
cu

rit
y 

M
ar

ki
ng

Hu
m

an
 R

ea
da

bl
e

Ca
te

go
riz

at
io

n

Protect 
based on Classification

Roles

Da
ta

 O
w

ne
r /

 C
on

tr
ol

le
r

Da
ta

 P
ro

ce
ss

or

Da
ta

 C
us

to
di

an

Da
ta

 S
te

w
ar

d

Da
ta

 S
ub

je
ct

Rest

En
cr

yp
tio

n

Ac
ce

ss
 C

on
tr

ol

Ba
ck

up
s

Motion

En
d-

to
-E

nd

Li
nk

O
ni

on

U
se

Ar
ch

iv
e

Re
te

nt
io

n 
Pe

rio
d

Defensible Destruction

Destruction Purging Clearing

DR
M

DL
P

As
se

ss
 &

 R
ev

ie
w

De
ga

us
s

Cr
yp

to
 sh

re
dd

in
g

O
ve

rw
rit

e 
/ W

ip
e 

/ 
Er

as
ur

e

Fo
rm

at

M
ed

ia
 D

es
tr

uc
tio

n

Sh
re

d 
/ D

isi
nt

eg
ra

te
 / 

In
ci

ne
ra

te
 / 

Dr
ill



Models
Enterprise Security 

Architecture

Zachman TOGAF

Security Models

Lattice Based

Bell- LaPadula
C

on
fid

en
tia

lit
y 

Si
m

pl
e 

Se
cu

rit
y 

Pr
op

er
ty

St
ar

 P
ro

pe
rt

y 

St
ro

ng
 S

ta
r 

Pr
op

er
ty

 

Biba

In
te

gr
ity

Si
m

pl
e 

In
te

gr
ity

 
Pr

op
er

ty

St
ar

 In
te

gr
ity

 
Pr

op
er

ty

Lipner 
Implementation

Rule Based

Clark-Wilson

3 
go

al
s o

f 
in

te
gr

ity

3 
Cl

ar
k-

W
ils

on
 

ru
le

s

Brewer-
Nash 

Pr
ev

en
t c

on
fli

ct
s 

of
 in

te
re

st

Graham
–

Denning

Harrison
–Ruzzo–
Ullman 

Security Frameworks
IS

O
 2

70
01

IS
O

 2
70

02

N
IS

T 
80

0-
53

CO
BI

T

IT
IL

HI
PA

A

SO
X

Fe
dR

AM
P

FI
SM

A

Cy
be

r K
ill

 C
ha

in

Secure Design Principles

Th
re

at
 M

od
el

in
g

Le
as

t P
riv

ile
ge

De
fe

ns
e 

in
 D

ep
th

Se
cu

re
 D

ef
au

lts

Fa
il 

Se
cu

re
ly

Se
pa

ra
tio

n 
of

 D
ut

ie
s (

So
D)

Ke
ep

 it
 S

im
pl

e

Ze
ro

 T
ru

st

Tr
us

t B
ut

 V
er

ify

Pr
iv

ac
y 

by
 D

es
ig

n

Sh
ar

ed
 R

es
po

ns
ib

ili
ty



Evaluation Criteria

Certification

TCSEC (Orange Book)

Co
nf

id
en

tia
lit

y 
on

ly

Si
ng

le
 B

ox
 o

nl
y

Functional Levels

D1
 –

 fa
ile

d 
or

 n
ot

 te
st

ed

C1
 –

 W
ea

k 
pr

ot
ec

tio
n 

m
ec

ha
ni

sm
s

C2
 –

 S
tr

ict
 lo

gi
n 

pr
oc

ed
ur

es

B1
 - 

Se
cu

rit
y 

la
be

ls

B2
 - 

Se
cu

rit
y 

la
be

ls 
an

d 
ve

rif
ica

tio
n 

of
 n

o 
co

ve
rt

 
ch

an
ne

ls
B3

 - 
Se

cu
rit

y 
la

be
ls,

 v
er

ifi
ca

tio
n 

of
 n

o 
co

ve
rt

 ch
an

ne
ls,

 
an

d 
m

us
t s

ta
y 

se
cu

re
 d

ur
in

g 
st

ar
t-u

p

A1
 –

 V
er

ifi
ed

 d
es

ig
n

ITSEC

Co
nf

id
en

tia
lit

y 
+ 

In
te

gr
ity

 
Ne

tw
or

ke
d 

de
vi

ce
s

Sa
m

e 
Fu

nc
tio

na
l 

le
ve

ls 
as

 T
CS

EC

Assurance 
Levels

E0 E1 E2 E3 E4 E5 E6

Common Criteria

IS
O 

15
40

8

Pr
ot

ec
tio

n 
Pr

of
ile

Ta
rg

et
 o

f 
Ev

al
ua

tio
n

Se
cu

rit
y 

Ta
rg

et
s

Fu
nc

tio
na

l &
 

As
su

ra
nc

e 
Re

qu
ire

m
en

ts

Assign EAL

EA
L1

 –
 F

un
ct

io
na

lly
 te

st
ed

EA
L2

 –
 S

tr
uc

tu
ra

lly
 te

st
ed

EA
L3

 –
 M

et
ho

di
ca

lly
 te

st
ed

 &
 ch

ec
ke

d

EA
L4

 –
 M

et
ho

di
ca

lly
 d

es
ig

ne
d,

 te
st

ed
 &

 re
vi

ew
ed

EA
L5

 –
 S

em
i f

or
m

al
ly

 d
es

ig
ne

d 
&

 te
st

ed

EA
L6

 –
 S

em
i f

or
m

al
ly

 v
er

ifi
ed

 d
es

ig
ne

d 
&

 te
st

ed

EA
L7

 –
 F

or
m

al
ly

 v
er

ifi
ed

 d
es

ig
ne

d 
an

d 
te

st
ed

Ac
cr

ed
ita

tio
n



Trusted Computing Base (TCB)
Reference 

Monitor Concept

Su
bj

ec
t

M
ed

ia
tio

n
Ru

le
s

Lo
gg

in
g 

&
 M

on
ito

rin
g

O
bj

ec
t

Hardware 
Components

Pr
oc

es
so

r

St
or

ag
e

Pr
im

ar
y

Se
co

nd
ar

y

Vi
rt

ua
l M

em
or

y

Software 
Components

Sy
st

em
 K

er
ne

l

Fi
rm

w
ar

e

M
id

dl
ew

ar
e

Protection 
Mechanisms

Pr
oc

es
s I

so
la

tio
n

M
em

or
y 

Se
gm

en
ta

tio
n

Ti
m

e 
Di

vi
sio

n 
M

ul
tip

le
xi

ng

Pr
oc

es
so

r S
ta

te
s

Pr
ob

le
m

Su
pe

rv
iso

r

O
pe

ra
tin

g 
Sy

st
em

 
M

od
es

U
se

r M
od

e

Ke
rn

el
 M

od
e

Ri
ng

 P
ro

te
ct

io
n 

M
od

el

Ri
ng

 3
: U

se
r P

ro
gr

am
s

Ri
ng

 0
: S

ys
te

m
 K

er
ne

l

Se
cu

re
 M

em
or

y 
M

an
ag

em
en

t

Da
ta

 H
id

in
g

De
fe

nc
e 

in
 d

ep
th

Security Kernel

Co
m

pl
et

en
es

s

Is
ol

at
io

n

Ve
rif

ia
bi

lit
y



Vulnerabilities in Systems
Si

ng
le

 P
oi

nt
 o

f F
ai

lu
re

Re
du

nd
an

cy

By
pa

ss
 C

on
tr

ol
s

M
iti

ga
tin

g 
Co

nt
ro

ls

TO
CT

O
U

(R
ac

e 
Co

nd
iti

on
s)

In
cr

ea
se

 fr
eq

ue
nc

y 
of

 R
e-

au
th

en
tic

at
io

n

Emanations
Sh

ie
ld

in
g

(T
EM

PE
ST

)

W
hi

te
 N

oi
se

Co
nt

ro
l Z

on
es

Co
ve

rt
 C

ha
nn

el
s

An
al

ys
is 

&
 D

es
ig

n

Ag
gr

eg
at

io
n 

&
 

In
fe

re
nc

e 
Po

ly
in

st
an

tia
tio

n

Mobile Devices

Po
lic

y, 
tr

ai
ni

ng
 &

 p
ro

ce
du

re
s

Re
m

ot
e 

ac
ce

ss
 se

cu
rit

y

En
d-

po
in

t s
ec

ur
ity

OWASP Mobile Top 10

M
1:

 Im
pr

op
er

 
Pl

at
fo

rm
 U

sa
ge

M
2:

 In
se

cu
re

 D
at

a 
St

or
ag

e
M

3:
 In

se
cu

re
 

C
om

m
un

ic
at

io
n

M
4:

 In
se

cu
re

 
Au

th
en

tic
at

io
n

M
5:

 In
su

ffi
ci

en
t 

C
ry

pt
og

ra
ph

y
M

6:
 In

se
cu

re
 

Au
th

or
iz

at
io

n
M

7:
 C

lie
nt

 C
od

e 
Q

ua
lit

y

M
8:

 C
od

e 
Ta

m
pe

rin
g

M
9:

 R
ev

er
se

 
En

gi
ne

er
in

g
M

10
: E

xt
ra

ne
ou

s 
Fu

nc
tio

na
lit

y

Web-based Vulnerabilities
Cross Site Scripting (XSS)

Stored 
(Persistent)

Reflected 
(Most common) DOM Target of 

Attack: Client

Cross Site 
Request Forgery 

(CSRF)

Target of 
Attack: Server

SQL Injection Input Validation

Client Side vs. 
Server Side

Allow Lists vs. 
Deny Lists



Cloud Computing

Characteristic
s

O
n-

D
em

an
d 

Se
lf 

Se
rv

ic
e

Br
oa

d 
N

et
w

or
k 

Ac
ce

ss
Re

so
ur

ce
 P

oo
lin

g
Ra

pi
d 

El
as

tic
ity

M
ea

su
re

d 
Se

rv
ic

e

Service 
Models

Ia
aS

Pa
aS

Sa
aS

Deployment 
Models

Pu
bl

ic
Pr

iv
at

e
C

om
m

un
ity

H
yb

rid

Vi
rt

ua
liz

ed
 

C
om

pu
te

Vi
rt

ua
l M

ac
hi

ne
H

yp
er

vi
so

r

C
on

ta
in

er
s

C
on

ta
in

er
 E

ng
in

e

Se
rv

er
le

ss

Id
en

tit
y 

Pr
ov

id
er

Lo
ca

l
C

lo
ud

Cloud 
identity 

C
lo

ud
Li

nk
ed

Sy
nc

ed
Fe

de
ra

te
d

Roles

Ac
co

un
ta

bl
e

Re
sp

on
si

bl
e

Pr
ot

oc
ol

s

SP
M

L
SA

M
L

O
pe

nI
D

O
Au

th

M
ig
ra
tio

n
D

at
a 

C
en

tr
ic

SL
A

Fo
re

ns
ic

s
Sn

ap
sh

ot
, V

irt
ua

l D
is

k,
 Im

ag
e

D
at

a 
D

es
tr

uc
tio

n
C

ry
pt

o 
Sh

re
dd

in
g 

/ C
ry

pt
o 

Er
as

e

Cl
ou

d 
Co

ns
um

er

O
w

ne
r /

 C
on

tr
ol

le
r

Cl
ou

d 
Pr

ov
id

er
 / 

Pr
oc

es
so

r

Cl
ou

d 
Br

ok
er

Cl
ou

d 
Au

di
to

r



Cryptographic Services
Confidentiali

ty Integrity

= Hashing

Authentici
ty Non-Repudiation

Origin Delivery

Access 
Control

Secret Writing
Hidden

Steganography Null Cipher

Scrambled (Cryptography)

One-way

Hashing

MD5
SHA-1
SHA-2
SHA-3

Two-way

Symmetric

Block

DES
3DES

AES (Rijndael)

CAST-128
SAFER

Blowfish
Twofish
RC5/RC6

Block 
Modes:

ECB
CBC
CFB
OFB
CTR

Stream

RC4

Asymmetric

Factoring

RSA

Discrete 
Log

Diffie-
Hellmann 
(key exchange)

Elliptic 
Curve 
(ECC) 

El Gamal 

DSA
Di

gi
ta

l C
er

tif
ic

at
es

Di
gi

ta
l S

ig
na

tu
re

s

Substitution

Caesar Cypher

Monoalphabetic

Polyalphabetic

Running

One-time Pads

Transposition

Spartan 
Scytale

Rail Fence 
(zigzag)

Cryptographic terminology

Pl
ai

nt
ex

t

En
cr

yp
t

Ke
y 

/ C
ry

pt
o 

va
ria

bl
e

De
cr

yp
t

Ke
y 

cl
us

te
rin

g

W
or

k 
fa

ct
or

In
iti

al
iza

tio
n 

ve
ct

or
/N

on
ce

Co
nf

us
io

n

Di
ffu

sio
n

Av
al

an
ch

e



Digital Signatures
Integrity Authenticity Non-repudiation

Origin Delivery

Digital Certificates
Verify the owner of a Public Key

X.509 Replacement Revocation

CRL OCSP

Pinning

PKI
Certificate Authority

(Root of Trust)
Registration Authority Intermediate / Issuing CA Certificate DB

(Revocation List)
Certificate Store

(Local)

Key Management
Kerchhoff’s 

Principle Generation Distribution

Diffie-Hellmann 
Out-of-band

Hybrid

Storage

TPM
HSM

Rotation Disposition

Crypto-shredding
Key Destruction

Recovery

Split Knowledge
Dual Control
Key Escrow



Cryptanalysis

Cryptanalytic Attacks

Brute Force Ciphertext Only Known Plaintext Chosen Plaintext Chosen Ciphertext Linear & Differential Factoring

Cryptographic Attacks

Man-in-
the-

middle
Replay Pass the 

Hash
Temporary 

Files Side Channel

Power Timing Radiation 
Emissions

Dictionary 
Attack

Rainbow 
Tables

Birthday 
Attack Social Engineering

Purchase 
Key

Rubber 
Hose



Physical Security

Safety of people

Categories 
of Controls

Deter

Delay

Detect

Assess

Respond

Layered Defense

Pe
rim

et
er

La
nd

sc
ap

e

Gr
ad

in
g

Ca
m

er
as

Pa
ss

iv
e 

In
fr

ar
ed

 D
ev

ic
es

Li
gh

tin
g

Ca
rd

 R
ea

de
rs

 / 
Ba

dg
es

Do
or

s /
 M

an
tr

ap
s

Lo
ck

s
M

ec
ha

ni
ca

l

Di
gi

ta
l

W
in

do
w

s
Sh

oc
k

Gl
as

s b
re

ak

W
al

ls

Sk
im

m
in

g

Infrastructure

N
et

w
or

k

Power
U

PS

Ge
ne

ra
to

r

Po
w

er
 O

ut
ag

es

Po
w

er
 D

eg
ra

da
tio

n

HVAC

Te
m

pe
ra

tu
re

Hu
m

id
ity

Ai
r Q

ua
lit

y

Fire Detection

Fl
am

e 
(In

fr
ar

ed
)

Sm
ok

e

Io
ni

za
tio

n

Ph
ot

o-
el

ec
tr

ic

Du
al

He
at

 (T
he

rm
al

)

Fire Suppression

W
at

er

Wet

Dry

Pre-
action

Deluge

Ga
s

Ex
tin

gu
ish

er

CO
2



Open Systems Interconnection (OSI) Model
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Single Sign-on / Federated Access

Allows users to access multiple systems with a single set of credentials
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Identifying Vulnerabilities
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Log Review & Analysis
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Incident Response
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Malware

Types of Malware
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Patching
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Threat 
Intelligence 

Vendor 
Notification Pro-actively checking

Agent Agentless Passive

Implement through Change Management

Timing Deploy

Automated Manual

Change Management

Change 
Request

Assess 
Impact

Emergency 
Change vs. 
Standard 
process

Approval

Based on 
impact, 

severity, etc.

CCB
CAB

ECAB

Build & Test Notification Implement Validation

Test New 
Functionality

Regression 
Testing

Version & 
Baseline



Recovery Strategies
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Business Continuity Management (BCM)

Focuses on critical and essential functions of business
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Secure Software Development
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