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Privacy
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Risk Management
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Evaluation Criteria
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Trusted Computing Base (TCB)
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Vulnerabilities in Systems
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Cloud Computing
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Cryptographic Services
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Digital Signatures
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Physical Security
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Single Sign-on / Federated Access

Allows users to access multiple systems with a single set of credentials
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Incident Response
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Malware
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Patching
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Recovery Strategies
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Business Continuity Management (BCM)

Focuses on critical and essential functions of business
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Secure Software Development
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Databases
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Printable Blank MindMaps
Print out the following blank MindMaps and fill them in as 
your watch our MindMap videos! 

Print pages 41 to 70
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Alignment of Security Function to Business Strategy
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Security Governance

Focus of 
Security

En
ab

le
 B

us
in

es
s

In
cr

ea
se

 V
al

ue

Clearly Defined Roles & 
Responsibilities

A
cc

ou
nt

ab
ili

ty

Re
sp

on
si

bi
lit

y

D
ue

 C
ar

e

D
ue

 D
ili

ge
nc

e

Im
po

rt
/e

xp
or

t c
on

tr
ol

s

IT
A

R 
&

 E
A

R

W
as

se
na

ar
 

A
rr

an
ge

m
en

t

Tr
an

sb
or

de
r d

at
a 

flo
w

Pr
iv

ac
y

Et
hi

cs
(IS

C
)2

Co
de

 o
f 

Pr
of

es
si

on
al

 E
th

ic
s

Corporate Laws

Overarching 
Security Policy

Functional 
Security 
Policies

St
an

da
rd

s

Pr
oc

ed
ur

es

Ba
se

lin
es

G
ui

de
lin

es

R
is

k 
M

an
ag

em
en

t

Pr
oc

ur
em

en
t

Co
nt

ra
ct

s 
&

 S
LA

s

Aw
ar

en
es

s,
 T

ra
in

in
g

&
 

Ed
uc

at
io

n



© Destination Certification

Privacy

State or condition of being free from being observed or disturbed by other people
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Risk Management
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Asset Classification
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Models
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Evaluation Criteria
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Trusted Computing Base (TCB)
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Vulnerabilities in Systems
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Cloud Computing
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Cryptographic Services
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Digital Signatures
Integrity Authenticity Non-repudiation
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Digital Certificates
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Cryptanalysis

Cryptanalytic Attacks

Brute Force Ciphertext Only Known Plaintext Chosen Plaintext Chosen Ciphertext Linear & 
Differential Factoring

Cryptographic Attacks

Man-in-
the-

middle
Replay Pass the 

Hash
Temporary 

Files Side Channel

Power Timing Radiation 
Emissions

Dictionary
Attack

Rainbow 
Tables

Birthday 
Attack Social Engineering

Purchase
Key

Rubber 
Hose



© Destination Certification

Physical Security
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Open Systems Interconnection (OSI) Model
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Network Defense
D

ef
en

se
 in

 D
ep

th

Network 
Segmentation / 

Partitioning

N
et

w
or

k 
Pe

rim
et

er

D
M

Z

Ba
st

io
n 

H
os

t

Pr
ox

y

N
AT

 /
 P

AT

Firewalls

Types

Pa
ck

et
 F

ilt
er

in
g

St
at

ef
ul

 P
ac

ke
t 

Fi
lte

rin
g

C
irc

ui
t P

ro
xy

A
pp

lic
at

io
n

Inspection

IDS IPS IDS/IPS 
Location

H
os

t B
as

ed

Network
Based

In
-l

in
e

M
irr

or
, S

pa
n,

 
Pr

om
is

cu
ou

s

IDS / IPS Detection Methods

Pa
tt

er
n

Si
gn

at
ur

e 
an

al
ys

is

A
no

m
al

y

St
at

ef
ul

 m
at

ch
in

g

St
at

is
tic

al
 

Pr
ot

oc
ol

Tr
af

fic

Sa
nd

bo
x

H
on

ey
po

ts
 &

 
ho

ne
yn

et
s

In
gr

es
s 

vs
. E

gr
es

s

En
dp

oi
nt

 S
ec

ur
ity



© Destination Certification

Remote Access

Tunneling

G
RE

PP
TP

L2
TP

Sp
lit

 
Tu

nn
el

in
g

Encryption

VPN 
(Tunneling + Encryption)

IPSec

Au
th

en
tic

at
io

n 
H

ea
de

r 

En
ca

ps
ul

at
in

g 
Se

cu
rit

y 
Pa

yl
oa

d

Tr
an

sp
or

t m
od

e

Tu
nn

el
 M

od
e

IK
E

Se
cu

rit
y 

A
ss

oc
ia

tio
n

SS
L/

TL
S

M
ut

ua
l A

ut
he

nt
ic

at
io

n

SO
C

KS

SS
H

Remote 
Authentication

RA
D

IU
S

D
ia

m
et

er

TA
C

A
C

S+

Remote 
Access / 

Management

SN
M

P

Te
ln

et



© Destination Certification

Access Control
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Single Sign-on / Federated Access

Allows users to access multiple systems with a single set of credentials
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Identifying Vulnerabilities
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Log Review & Analysis
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Incident Response
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Malware

Types of Malware
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Patching
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Recovery Strategies
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Business Continuity Management (BCM)

Focuses on critical and essential functions of business
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Secure Software Development
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Hi there!
I hope our CISSP MindMaps have helped identify the critical concepts you need to know 
for the exam!

These MindMaps are a small part of our complete CISSP MasterClass.   

If you’re looking for detailed explanations of all the concepts covered in these MindMaps
+ everything else you need to confidently pass the CISSP exam, check out our CISSP 
MasterClass here: destcert.com/CISSP

We have guided thousands of folks to confidently pass the CISSP exam over the last 20+ 
years. We provide expert instruction and an integrated intelligent system of study 
resources and tools.

All the best in your studies!

Rob Witcher
Co-founder & Master Instructor


