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Corporate Governance

Security Governance
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State or condition of being free from being observed or disturbed by other people
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Cryptographic Services Cryptographic terminology

Confidential

ity

Integrity

Authentici
ty

Non-Repudiation

Access
Control

= Hashing

Origin

Delivery

Plaintext

Encrypt

Key / Crypto
variable
Decrypt

Key clustering

Work factor

Initialization
vector/Nonce
Confusion

Diffusion
Avalanche

Hidden Scrambled (Cryptography)
Steganography || Null Cipher | | One-way TWO-Wa,y Substitution || Transposition
Hashing Symmetric Asymmetric Caesar Cypher
i Monoalphabetic Spartan
MD5 Block Stream | | Factoring Dlchrete v | o« P Scytale
og g o Polyalphabetic
SHA-1 DES Block S| 3 _ Rail Fence
_ o RC4 RSA Diffie- || & | & Running (zigzag)
SHA-2 3pgs | Modes: L | oo .
SHA-3 Hellmann || Q | & | |One-time Pads
AES ECB (key exchange) = E
(Rijndael) CBC o =4 ‘B0
CAST-128 [ o Eliptic || &' | &
SAFER OFB Curve
Blowfish (ECC)
CTR
Twofish El Gamal
RC5/RCé6
DSA




Digital Signatures

Digital Certificates

Integrity

Authenticity

Non-repudiation

Verify the owner of a Public Key

Origin

Delivery

X.509

Replacement

Revocation

Pinning

CRL

OCSP

PKI

Certificate Authority e : Intermediate / Issuing Certificate DB Certificate Store
(Root of Trust) Registration Authority CA (Revocation List) (Local)
Key Management
KS:?:QSF;S Generation Distribution Storage Rotation Disposition Recovery
Diffie-Hellmann TPM Crypto- Split Knowledge
Out-of-band HSM shredding Dual Control
Hybrid Key Destruction Key Escrow




Cryptanalysis

Cryptanalytic Attacks

Brute Force Ciphertext Only Known Plaintext Chosen Plaintext || Chosen Ciphertext Dli;‘ifr::;filal Factoring
Cryptographic Attacks
Man-in- Pass the || Temporary | | Impleme- . Dictionary || Rainbow || Birthday i i i
t'l':jed_l Replay Hash Files ntation Side Channel Attack Tables Attack Social Engineering
middle
Power Tirmin Radiation Purchase || Rubber
€ || Emissions Key Hose
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and Network
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Single Sign-on / Federated Access

Allows users to access multiple systems with a single set of credentials

Single Sign-on Federated Identity Management (FIM)
Access systems within the same organization Access systems across multiple entities
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Continuous

Monitoring

Security Information and Event Management (SIEM)
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Domain 7

Security
Operations
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Incident Response
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Determine if Patch is available Implement through Change Management
Threat Vendor , : .
Intelligence || Notification Pro-actively checking Timing Deploy
Agent Agentless Passive Automated Manual

Change Management

Change Assess , P I Version &
Request Impact Approval Build & Test | | Notification | | Implement Validation Baseline
Emergency ccB
Change vs. Basegc?cn CAB Test New Regression
Standard se\I/r:rﬁ otc Functionality Testing
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Domain 8

Software
Development
Security
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Software Security
Weaknesses &
Vulnerabilities
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Printable Blank MindMaps

Print out the following blank MindMaps and fill them in as
your watch our MindMap videos!

Print pages 41 to 70



Alignment of Security Function to Business Strategy




Privacy

Intellectual Property




Risk Management




Asset Classification




Secure Design Principles Security Frameworks




Evaluation Criteria




Trusted Computing Base (TCB)




Vulnerabilities in Systems

Web-based Vulnerabilities




Cloud Computing




Cryptographic Services Cryptographic terminology




Digital Signatures Digital Certificates

PKI

Key Management




Cryptanalysis




Physical Security




Open Systems Interconnection (OSI) Model







Network Defense




Remote Access




Access Control




Single Sign-on / Federated Access




Security Assessment and Testing




|dentifying Vulnerabilities




Log Review & Analysis




Investigations




Incident Response







Change Management




Recovery Strategies




Business Continuity Management (BCM)




Secure Software Development







Hi there!

| hope our CISSP MindMaps have helped identify the critical concepts you need to know
for the exam!

These MindMaps are a small part of our complete CISSP MasterClass.

If you’re looking for detailed explanations of all the concepts covered in these MindMaps
+ everything else you need to confidently pass the CISSP exam, check out our CISSP
MasterClass here: destcert.com/CISSP

We have guided thousands of folks to confidently pass the CISSP exam over the last 20+
years. We provide expert instruction and an integrated intelligent system of study

resources and tools.

All the best in your studies!

L]

Rob Witcher

Co-founder & Master Instructor



